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Abstract  We analyze an algebraic representation of A£S-128 as an embedding in
BES, due to Murphy and Robshaw. We present two systems of equa-
tions S* and K”* concerning encryption and key generation processes.
After some simple but rather cumbersome substitutions, we should ob-
tain two new systems C; and Cz. C; has 16 very dense equations of
degree up to 255 in each of its 16 variables. With a single pair (p, c),
with p a cleartext and c its encryption, its roots give all possible keys
that should encrypt p to ¢. C2 may be defined using 11 or more pairs
(p,c), and has 16 times as many equations in 176 variables. K™ and
most of S* is invariant for all key choices.

Keywords: Advanced Encryption Standard, AES, BES, DES, Cryptography, Grébner
bases, Computer Algebra

Introduction

Rijndael is a block cipher, that encrypts blocks of 128, 192, and 256
bits using symmetric keys of 128, 192, and 256 bits. It was designed
with a particular attention to bit-level attacks, such as linear and dif-
ferential cryptanalysis. Its resistance to such attacks is the dichotomy
between operations in F = GF(2%) and GF(2). Since its proposal, many
new bit-level attacks, such as impossible differential and truncated dif-
ferential have been proposed. Most of them break with some efficiency
reduced versions of Rijndael, but they are not much better than exhaus-
tive key search in the general case. In practice they are mainly academic
arguments rather than real world threats to the security of AES. The
interested reader can find an account and some references about these
cryptological tools in [ODR].
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Another, new, cryptological tool is the algebraic representation of the
cipher [MR; FSW; CPJ. In this case, an eavesdropper tries to write the
whole set of operations and parameters of the cipher as a system of
polynomial equations, which he/she next tries to solve. In general, the
systems are enormous. Solving them using general purpose techniques,
such as Grobner bases [CLO] is considered the wrong way to face the
problem. However, the systems have sometimes an intrinsic structure,
and the task may get easier. Not too much research is done in the topic:
in particular, AES seems to have been designed without considering
algebraic cryptanalysis tools.

In this paper we focus on the BES algebraic approach, due to Murphy
and Robshaw [MR]. We present some algebraic aspects of representing
AES as a system of polynomial equations following the BES approach.
By means of successive substitutions, we are able to eliminate all in-
termediate variables, obtaining two systems S* and K* whose solution
corresponds to code breaking. Actually, they are very complicated: their
resolution is not trivial at all.

1. The AES-128 cipher
The AES encryption algorithm is sketched below:

= Input a cleartext x.

— Initialize State = x.
— perform an operation AddRoundKey, in which Round-
Key is xor-ed with the State.

m  For nine (first to ninth) rounds:

— perform a substitution operation called SubBytes on State,
using an S-box.

— perform a permutation ShiftRows on State.

— perform an operation MixColumns on State.

— perform AddRoundKey.

= The tenth (last) round:

— perform SubBytes.
— perform ShiftRows.
— perform AddRoundKey.

m  Define the ciphertext y to be the State.

All AES operations are byte-oriented. The cleartext, ciphertext, and
each output of intermediate steps of encryption and decryption algo-
rithms are thought of as 4 x 4 matrices of bytes. The operations on each
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S00 S01 S02 503 S00 S01 502 503
510 S11 S12 S13 S11 S12 S13 510
>
520 S21 522 523 522 523 520 S21
530 S31 S32 533 533 S30 S31 532

Figure 1. The ShiftRows operation on AES

byte are those of the finite field F = GF(28). The elements are thought
of as polynomials with coefficients in GF'(2), mod (m(t)), the so-called
Rijndael polynomial :

mt) =+t + 2+t +1=11b . (1)

They are represented as integers pairs in hexadecimal representation.
If interpreted as eight—bit binary strings, we have the t—term exponents.
The SubBytes operation substitutes each of the bytes x with S(z):

S(z) = 63+ 8tz + 52! + 01272 4 £42%9 +
25247 4 £922°1 + 092253 4 05275

Actually, S(z) is a permutation polynomial.
The ShiftRows operation permutes bytes in each row, see Figure 1.

The MixColumns operation performs a permutation of bytes in each
column using a matrix in GL(F,4), introduced later in Section 2.1. In
practice, the columns are considered as polynomials in F[z], and multi-
plied mod (z* + 1) by the polynomial a(x) :

a(r) = 03z% + 0122 + 012 + 02. (2)

Now consider the key schedule. The key used in every cipher round
is successively obtained by the key of the precedent one. Here is the
complete procedure.

m Input a key hy. Initialize Hy = hy.

» For each round r = 1,..., 10, permute (RotWord) the sub-vector
formed by the last four elements (word) of H,_1, see Figure 2.

»  Perform the SubWord (S-box on each byte) operation on the ob-
tained result, and add the vector Rcon, = (t"~1,0,0,0).

= Define the other elements by means of bitwise xor operations in
terms of the obtained result and other words from H,_;.

m Define the set of keys to be h to be {H, | r=0,...,10}.
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[ao[ar[az[as|] = [a[az[as[ao]

Figure 2. The RotWord operation on AES

Consider each vector as a four-words set, indicated with a second
index ranging from 0 to 3 indicating single parts. For y € F* we put
¢ (y) = SubWord(RotWord‘(y)) + Rcon,. The 1 yound for AES
key generation scheme is:

HTO = 907:4(HT—1,3)

H:=H,o+H, 1,
Ho=H1+H, _12
Hs3=H.+H, 13

ICA — — Hr = (HT'(]a HrbHrQ»HrS) (3)

2. The BES cipher

We start from the BES cipher, in which AES is embedded by a “nat-
ural” mapping. BES operations involve only computations in F. This
permits to describe AES using polynomial equation systems. Solving
them means to find the key or an alias, and therefore to break the code.

The state spaces of AES and BES are respectively A = F16 and
B = F!2%. The basic tool for embedding is the conjugation ¢, taking for
each value in F eight successive square powers.

F>ar— ¢(a)=a=(a®,d,.. a¥)eF> (4)
F"3a+— ¢(a) = a = ((a), ..., p(az)) € F*" (5)

It is easily verified that (with 0~! = 0)
gla+a’)=o(a)+¢@) and  Gla)=¢@)"  (6)

and we define Bpo = ¢(A) C B as the subset of B corresponding to A.

Let p, c € B be the plaintext and ciphertext, respectively; w;, x; € B
(0 < i <9) the state vectors before and after the inversion phases, and
h; € B the used keys.

2.1 Correspondence

The matrix Ly : F ~ GF(2)8 — GF(2)® ~ F for the one-byte affine
transformation in the S-box phase can be represented by the polynomial
function f: F — F:

7
fla) =" aa® (7)
k=0
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with
Mo =t2+1 M=t 16 45+ ¢4 4 12
)\1:t3—|—1 As =1 (8)
Ao =tT 4+t +° + ¢t 13 +1 =t 4+ +t*+t2+1
Ay =t>+12+1 M=t"+34+24+t+1

Working in B, Lg(a) = ¢(La(a)) = (f(a)¥,..., f(a)*). The suc-
cessive squares of f are needed, and the answer is given by a simple
induction with basic step

7

7 2 .
(f(a))Z = (Z )\ka2k> _ Z A%a2k-2 _ Z )\%azkﬂ (9)
k=0

k=0 k=0

The resulting matrix, still indicated with Lp, is

LB = [lij]i,jzoy.j with lij = A?;—i-l-j) mod 8 (10)

The global transformation Ling : F'2® — F128 is the block diagonal
matrix with 16 blocks equal to Lg.
The AES S-box constant ¢4 = 63 =t + 15+t + 1 € F goes into:

$(ca) = (63,C2,35,66,D3,2F,39,36) = (15 + 15+t +1,t7 +15 4+ ¢,
O+t 4+ 2+ 1+ 5+ 2+t O+t e+ 1, (11)
O+ +2+t+ 1,0+t 4+ 2+ 1,0+t + 12+ 1)
The corresponding BES vector cp is obtained using sufficient copies
Cp = ¢(CA7 cee 7CA) = (¢(CA)5 ceey d)(CA)) [CB}’i = [¢(CA)]1 mod 8 (12)
16 16

The AES ShiftRows may be represented by Ry : F'¢ — F16.

100 040 0 O 0|0 O O O0Oj]O0O O O O
0 0o 00|]O1 0O OO OO0OTO0OIO0 O0OO0@O0
0o 0 0 0|]OOOO|OOT1TO0O0 00O
0o 0 0 0j]OO OO0 O0OO0OTO0O|0 0 01
0o 0 0601 00 OO OO0OTO0OO0 O0O0O0
0o 0 0 0j]OOOO|O 1 O0O0O0O0 0O
0 0o 0 0O|]OO OO0 O0OO0OO0O0O0T1T@®O0
0o 0 0 1{0 00 0|0 O OO0 0 0 O
Ry = 0o 0o 0 0O|]OOOO1 OO O0O/0 0 0O (13)
0o 0 0 0|]OOOO|OOO0OO0OO0T1TO0O0
0o 6 1.0j0 OO OO O OO0 O0 0O
0o 0o 00O|]OOO 10 0 0 O0/0 0 0 O
0o 06 0 0j]OOOO|]OO0OO0OO0OI1T 0O O0O0
010 0|0 O O O[O O OO0 O OO
0o 0 0 0j]OO1 0[]0 O0OO0OTO0O0O0O0O0
0 0o 0O0O|]OO OO0 O0OO0OT1T/0 0 00

(c) 2004 IFIP



28

“Expanding” each 1 in R with an identity matrix of order 8, Ig, and
each 0 with a zero (8 x 8) matrix, we have Rp : F!28 — F128,
The AES MixColumns may be represented by C4 : F* — F4:

t t+1 1 1
B 1 t  t+1 1

Ca= 1 1 t  t+1 (14)
t+1 1 1 t

The AES transformation is given by the Mixy : F'6 — F!6 block
diagonal matrix having as blocks four copies of C'4. In order to obtain

the corresponding matrix we first need to compute Cj(gk), fork=0,...,7:
R (e 1)2’“ L 1
o = 1 ti (t :2%)2 . +11)2k (15)
(t+ 1) 1 1 2"
where
=t P =t 27 =10+ 42+ 1

2= 2=t P2t T =T Ot 13 4t
2=t P =T 0 0 2

(16)
from which (¢ + 1)2k = 2" + 1 are immediately obtained.

In an appropriate basis, the resulting matrix Mp : F128 — F128 ig a
block diagonal one, with four consecutive copies of CgC) for all possible
k. The change of basis is necessary because of the different positioning of
value powers in ¢’s image with respect to our needs. Indeed, if a € F16,
then:

7 7 7
o(a) = ((I(],...,(L(Q) ,al,...,a% ,...,a15,...,a%5) (17)

while to use the block diagonal representation, we would need:

7 7
a' = (ag, ..., a1s, ag, o ,a%, e a% - ,a%5) (18)

This transformation is given by a permutation matrix Permp : F128 —
F!28. To represent it easily, suppose to divide it into (16 x 8) sub-
matrices Py, h = 0,...,7,k = 0,...,15. Each sub-matrix element
(withi=0,...,15,j=0,...,7) is:

1 ifi=kandj=nh

0 else (19)

[Phrlij = {
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Tts inverse matrix Perm®; V) is equally easy to describe: viewing it as
composed of (8 x16) sub-matrices P,E;l), withh=0,...,15,k=0,...,7,
the generic element [P,S;l)]ij (withi=0,...,7,5=0,...,15) is defined
exactly as [Ppgli; is. We have Mixp = Pelrmjg1 - Mpg- Permp.

We can avoid cy4 slightly modifying the key generation scheme with
respect to the original proposal. If b, (hp); € B are the state and key

vectors for the generic i round of BES , we have:

RoundB(b, (hB)z) = MiXB(RB(LinB(biw + CB)) + (hB)z
= Mgp-(b™')+(Cp(cp) + (hp)) (20)
Mg - (b™") + (kp)i

with

Mp =Mixp-Rp-Ling, Cp=Mixp-Rp, (kg)i=Cg(cg)+ (hp);
(21)
For the last round, being Mixg absent, we have

(kp)i = Rp(cp) + (hp)i (22)

but in this particular case we have Cp(cg) = Rp(cp), and for what con-
cerns this, we can avoid to distinguish the last round from the precedent
ones. The change for key generation scheme is simply the addition of a
constant vector to each obtained round key, and this will be the form of
the system we will work with.

Now we analyze the BES translation for the key generation scheme.

» The AES RotWord operation is represented by RW, : F4 — F4.

0100
0010

RWy = 000 1 (23)
1 0 00

For the BES version RWpg : F32 — F32, replace the 1’s with I,
and 0’s with the (8 x 8) zero matrix.

m The S-box is here applied only to a part of the whole vector, and
therefore the matrix dimension changes. The resulting block diag-
onal matrix Lim’]‘/’3 : F32 — F32 has four blocks equal to Lg.

= The constant c% is given by just four copies of ¢(ca):

i = d(ca,casca ca) = (dlca), ..., d(ca)) . [chli =[(ca)limoas
(24)
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» The constant vectors Rcon; = (#*~1,0,0,0) are mapped into:

(Rconp); = ¢(Reon;) = (¢(t"1),0,...,0) (25)
24

We keep using the matrix notation, but here in a functional sense.

We have here to use constants. If o : F32 — F32 is the BES M round
mapping function for a conjugated word x:

@l (x) = Link (RWp(x)) ! + &% + (Rconp); (26)

the generic AES and BES key round matrices are M K% and MK} :

00 0 ¢y 0 0 0 P
;i 0 I4 0 (pl i 0 132 0 QDZ
MKY = A , MK% = B
ATL0 I I oYy B0 Ip Ip ¢l
0 Iy Iy Ii+¢y 0 Iso Is2 Is2+ ¥

(27)
A key round is the computation of h; = M K% (h,_1).

3. Polynomial Systems

We show how encryption and key generation can be represented by
algebraic systems. All variables satisfy the F-belonging equation 3% +
y = 0.

3.1 Encryption

Remembering that the last round differs slightly from the other ones,
with M} = Rp - Linp, the system for codification is [MR] :

wo =Pp + ko

X; :Wiil 1=0,...,9
w; = Mpx;_1+k; 1=1,...,9
¢ = Mpgxg + ki

(28)

Let (j,m) indicate the (85 + m)th component of all the vectors, for
j=0,...,15 and m = 0,...,7. If no O-inversion occurs (true for the
53% of encryptions and 85% of 128-bit keys), it is possible to expand
the system as follows, for all possible values of 7 and m

0 = wWo,(j,m) + P(jm) + Ko,(jm)

O = xl-7(j7m)wi7(j7m) + ]. 7, = O, ey 9
0= wj (jm) + (MpXi—1)(jm) + Kijm)y  1=1,...,
0 = c(jm) + (MBX9)(jm) + F10,(j,m)

(29)

Ne)
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Let o, 8 € F indicate respectively Mp and My entries. Everything
must be valid for B, therefore we have (with m + 1 considered mod 8)

0 = wo,(jm) + P(jm) + Ko,Gm) ‘
0= wi(jm) + KiGam) + D QG Gram) Tt Grmy 1= 10009
(7'sm)
0= c(jmy + K10,Gim) + D Bam),(3m") %o, (37 m)
S= (3",m/)
0 = 1:,27(j7m)wl,(%m) —|— 1 Z = O, ey 9
0 = xléum) + xi’(%mﬂ) Z = O, ey 9
0 = wiy(j’m) + wi,(j,erl) 1 = O, ey 9
(30)

Let Sy, £ = 1,...,6 be the equations in the /1 Jine of the system
for all values of i, j and m, and I, the ideal they generate. As we
see, the system is very sparse, with S’ = {S7,S2,S3} linear, and the
other equations in S” = {S4, S5, S¢} quadratic. If k = {k;}, w = {w;},
x = {x;}, we have

Line | Number of equations
S1 16 -8 = 128 .
3, 9.16. 8= 1152 Block | Number of variables
S 16.8= 193 k 11-16-8 = 1408
S, | 10-16-8—= 1280 x |10-16-8= 1280
S 10.16.8 = 1280 w 10-16-8 = 1280
Ss | 10-16-8= 1280 Total = 3968
[ S [ Total= 5248 |

3.2 Key Generation

There is an analogous system for key generation. The equations
express all the h; ;) variables in term of the hg (;,,) ones. The in-
=

dex ranges for the equations are: ¢+ = 1,...,10, 7,7 = 0,...,3 and
m,m' =0,...,7, and v are the Linlfg matrix coeflicients.

IEIiO = ‘f%(ﬂi:l,B)
Hijy =Hp+H; 1,

B Hipp=Hj +H; 19 (31)
Hiz=Hp+H;_13
_ 1254
Zi,(3,m) = hz’—l,(12+[(j+1) mod 4],m)
_ S higmy = (ch+ Reong)i)gmy + D VGm)Gm) Zi 7

(J,m’)
hi (as+5,m) = Pia(s—1)+5,m) T Pi—1,(4s+7,m) s=1,2,3
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Let cR; = c’fg + (Rconpg); be the vector in each round, and its com-
ponents §;. Thanks to the third equivalence of (21), with t = 0,...,15
and the conjugation property, we have:

0= 2i,Gm) + h?ﬁ,(uﬂ(iﬂ) mod 4],m)
0= hiGam) + 8i,Gim) + D VGam) (o) i (3 ')
(7)

K = ¢ 0="Niustjm) + hias—1)+5m) + Ri—1,(4s+5m) s=1,2,3

0

kzé,(t,m) + (CB(eB))(t,m) + hi,(t,m)
= Zi.Gm) T #i,Gm+1)

0 = h2 (j,m) + hi,(j,erl)

1y

o

(32)

4. Resolution

We are interested in obtaining the key out of the systems S and
K, that is the original key h = ¢! (k*) = {ho,...,h15}, where k* =

{kO,(O,m)a ceey kO,(15,m)}'
In order to obtain relations among h (k) components we eliminate all
other variables. We do this:

= modifying the way the systems are presented,
m doing some “hand” substitutions, and finally

= performing Grobner bases computations (more complicated substi-
tutions, expansions and simplifications) to obtain the final systems.

Note that, for each variable v € k, w, z, h, the conjugation property may
be synthesized by the obvious following relations:

Vi (jm) = ”%70) m=0,...,7 (33)
4.1 Encryption

We rewrite S: first of all, we remove the imposed restriction about
inversion, substituting Sy with an equation expressing the true definition
of the general inversion in F. Then we use (33), to remove all the
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variables with index m > 0, obtaining;:
_ 2T om om
0="w5..0) +PGo) T Koo

gm 27n 2m .
0— 0+k +Za(3m ]m (-/70) /L—].,...79

Wi (5,0) ,
S* = (4"m')
0= (]O)+k10 j0)+2ﬁjm (5',m") S(] /,0)
(4",m’)
0 = ;,(;0) + W}l i=0,....9

(34)
With the last equation we can remove all the x; (;0), and, being each
line a set of successive square powers, we keep only the ones with m = 0:

0 = wo,(j,0) T P(,0) + Ko,(j,0)

0 =wigo) +kiGo) + Do QGG W e 1= L9
(G'sm)

0= cGo) + k0,60 + D B0).Grm) W (570,
(]‘/’ml)

S* =

(35)

We note that the 3 coefficients do not depend on j and j’, and the

values are simply the coefficients of f. To simplify notations even more,
we take, mod 255:

w = (w;) =254-(2°,...,27) = (254, 253,251,247, 239, 223,191, 127) ,
W= (W) = (wo—127,. .. w7 —127) = (127,126, 124,120, 112, 96, 64, 0)
We can now avoid writing m index:
0= wo,; +pj + k(),j

0= wj ;i + k@j + Z a(j,O),(j’,m’)wf_na/7j' 1=1,...,9
(’m’)

0= ko +¢j +Z)\m/ w;’]’b'
m/

The system has 16+9-16+16 = 176 equations in 11-16+410-16 = 336
variables. Obviously, it expresses nothing but a series of successive sub-
stitutions, down to the last equation. Considering a block lexicographic
(lex) order for which

S* =

kig > wg > kg > --- > wg > Ko (37)

we have a (not reduced) Grobner basis [CLO], and the substitutions may
be considered as the complete reduction computation. The resulting set
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of the last 16 equations, where all the w variables are no more present,
is what we are looking for. If qf are the resulting polynomials, we have:

kioj + ¢ + 4; (ko, .., ko, p) = 0 j=0,...,15 (38

4.2 Key Generation
We get more informations analyzing K. We

m substitute z variables in the second line equations.

= use the conjugation property,

= note that Cp(cg) has cy4 = t® +t° + ¢ + 1 in the (j,0) positions,
and opportune powers in the other ones. This means that the
equations on the fourth line of K, K4, may be reduced (the other
ones being powers of it) to:

hi,(j,ﬂ) + ki,(j,[)) +cq = 0 (39)

m for the above considerations, express everything directly in term
of k variables.

m observe that Lin]fg is a block diagonal matrix, and therefore just
7 = 7 is “active” for each single equation, and what remains is
nothing more than the set of coefficients of the f polynomial.

We define in : N 3 n — in(n) = 12+ [(n + 1) mod 4] € N. After
the elaboration, always remembering the F-belonging equation, we have
the following system (where ¢ =1,...,10; s,7=0,...,3 and in the last
version we omit m)

B 254.2m"

0= hiGo) + 0,60 + D 1G0Gm) Y ing o)
K* = )

O = hi7(4s+j10) + hi1(4(5_1)+jvo) + hi_l’(4s+j’0)

0 = hy, 0 + (kiGo) + ca)

{ 0= (ki o) +ca) + 0G0y + D _1G.0)Gm) (Fi_y ing.0) +ca)™

0 = (ki (as45,0) T ca) + (ki (4(s—1)+5,0) T €a) + (Ki—1,(4s45,0) + ca)

{ 0= kij+(ca+diGoy) + (ki_ying + ca)”" (Z)‘m/(kiq,in(j) + CA)w’"')
m/
0 = kias+5+ Kkias—1)45 T ki—1,45+5 + ca

Only k variables remain, 160 equations in 176 variables, and by succes-
sive substitutions we can express all the ones with ¢ > 0 as polynomials
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in the “parameters” kg. The equations are a Grobner basis for several
suitable lex orderings. We may obtain its complete reduction using, e.g.

]€10,15 >0 > kl0,0 > > k‘(]715 > ... > ko,o (40)

It is possible to work with h variables to obtain the equations following
the original AES definition, and use (39) only at the end, in order to
obtain the modified key generation scheme. In any case, the result is:

kij = ai5(ko) i=1,...,10 , j=0,...,15 (41)

In the final phase we merge the results. There are two possibilities,
according to how many (p, ¢) pairs (related by the same key) are known.

One (p,c) pair : We eliminate all intermediate keys, putting together
the systems S* and K*, refining (37) with (40). We obtain the
entire substitution process once and for all, summarized as follows:

C1 ={ qfy j(ko) + ¢; + ¢ (ko, ', (ko), - . ., ¢85 (ko),p) = 0

| j=0,...,15} (42)

a system of 16 equations in 16 variables, having as roots the desired
keys.

More than 10 (p,c) pairs : We use a copy of (38) for each (p, ¢) pair,
to obtain a system in 176 variables with at least 176 equations,
whose roots give all the keys.

Co = { ka0 + ™ +¢F (ko, ... . ko, p™) = 0

43
| n=1,....d , j=0,...,15} (43)

These systems are dense, it is very difficult to write them explicitly,
and even more to solve them. Using more than 11 (p,c) the Cy system
becomes overdetermined.

5. Conclusions

K* and most of S* are invariant for all choices of keys. Actually, the
only varying parts of S* are the constant terms of the equations 1 to 16,
and 161 to 176. Besides, for the equations 1 to 16, it can be chosen, too,
if convenient.

When extended, the joint size of K* and S* is of about 500 Kb. Each
of them is a (not reduced) Grébner basis for several lex orderings, their
union is not. Probably there exists some ordering for which the calculus
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of a Grobner basis is easier. If we ever can obtain this with reasonable
computational resources, then AES can be declared broken.
Succeeding to calculate the Hilbert series of K*U.S™*, we should easily
obtain the number ng of its solutions. We suspect that ng is invariant
for all key and (p, ¢) choices. Furthermore, we expect that ng expresses
the redundancy of the keyspace of AES. That is, it tells us how many
key choices will set up the same bijection between the cleartext space
and ciphertext space. The number of such bijections is expected to be:

#(AES Keyspace)
ns

(44)

Probably a reasonably simple canonical representation of such bijec-
tions can be found. In this case, if ng is big enough, probably the right
(unique up to the isomorphism) key can be found by means of an ex-
haustive search.
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